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Management Summary
Where ‘Department’ is used in this document it reflo ‘NIO, its agencies and dependent
bodies'.

This document defines a high-level Information Mgemment Policy for the Department. It
outlines its scope and providegiht information management principlesto ensure that
staff:

Treat Departmental information as a Corporate Resqu

Make the information they create or capture acbéss$o those within the Department who
need it to fulfil their duties;

Manage all information in a consistent manner atbs Department;
Record details of key business activities undertakebehalf of the Department;
Ensure that Departmental information is accurateférior purpose;

Retain or dispose of information in accordance agislative requirements or departmental
procedure;

Take personal responsibility for the effective ngeraent of Departmental information; and
Comply with all Statutory and Regulatory requiretnsen

This document also describes the roles and redpbiiss of the different types of users of
OASIS3 particularly in relation to the Electronio@ument and Records Management System
(EDRMS) and Intranet (NIOnet). More detailed gude$ for information management
within the Department are provided in thidormation Management Proceduras NIOnet:
The key responsibilities of the main roles canumammarised as follows:

ROLE RESPONSIBLE FOR:

End User Creation, capture, storage, disseminatéond retrieval of
information

EDRM LIM (Electronic| Delegated records management functions at Busldais level
Document and Recordgo facilitate local adherence to this and subsydjolicies. Most
Management LocalEDRM LIMs are also Intranet LIMs.

Information Manager)

—

Intranet LIM Delegated Intranet content manageni@mttions at business uri
level. Most Intranet LIMs are also EDRM LIMs.

Record Manager Providing records management for Department including
responsibility for the Corporate File Plan. Alscaalinating high
level searches for Data Protection and Freedommifofrrhation
requests.

1 564687“Information Management Procedures

2 For the purposes of this document a “Business”imitlefined as “the lowest organisational unitdlewithin
the Department with a unique, and self containtediegjic objective e.g. normally branch or divigion
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ROLE RESPONSIBLE FOR:
NIOnet Editor NIOnet editors are members of thet@gintranet Team and are

responsible for making content “live” (active) amaintaining the
integrity of the Intranet. They are the NIOnet Bdit

Reviewer Review and decide if appropriate dispo$ddepartment records
should be actioned (record managers would undettakactua
destruction). Allocation of retention/disposal sdhies and
conducting security and sensitivity review of Depantal
records before public release.

Systems Administrator | Systems configuration andagament.

Departmental = RecordDepartmental responsibilities derived from the RuliRecord
Officer (DRO) Acts, including annual release of records to pulgimord offices
Strategic oversight of records and information nggmaent
policy. Provision of advice on Departmental compd@ with
legislative requirements such as Freedom of Infoionand Data
Protection.

Finally this document lists related documents whacé subsidiary to this Policy and which
facilitate effective information management usingSJS3.

Purpose

This document provides an information managemelitypdor the effective and efficient
management of the Departmerdscumentandrecords(i.e. recorded information).

Introduction

The Department’s work depends totally on informatend so information is one of the
Department’s most important asset&lthough much of this information is irreplacealiie
destroyed, it is often managed inconsistently aedfectively.

! The Flax Programme upgraded OASIS within the Northeeland Office, The Northern Ireland Prison Sesy
Forensic Science Northern Ireland, The Youth Jastigency and The Compensation Agency.

In addition, OASIS3 is provided to a small numbéradditional users located within other organisatio

including but not limited to: The Civil Service Camissioners for Northern Ireland, The Sentence Revie
Commission, Life Sentence Review Commissioners,Bbard of Visitors at Maghaberry and Magilligane th

Visiting Committee at Hydebank Wood, The Northarldnd Departments, The Home Office, The Ministry o
Defence, The Criminal Injuries Compensation Appdsel for Northern Ireland, the Prisoner Ombudssnan
Office and the Police Service of Northern Ireland.

For the purposes of this document, where referends made to the Department or its staff, such refereeces
should be taken to refer to the staff who use OASEIn all the above organisations, with the exceptioof
The Northern Ireland Prison Service (Note: This idbecause NIPS has its own EDRMS dataset and records
management team).

Issued: 18-Dec-08 6 1057079 - Unclassified
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Effective management of information is essentiaintprove the efficiency and effectiveness
of the Department. The right people must have actethe right information when they need
it and the functionality of OASIS3 incorporatingettElectronic Document and Records
Management System (EDRMS) and intranet helps teeehhis. However, the full benefits
of OASIS3 can only be realised if staff comply withis strategic information management
policy and the more detailed working procedures.

To do this, the Department needs to:
a. Find information about a particular activity ornsaction as quickly as possible;

b. Identify quickly those people within the Departmeriito can help with a particular
issue;

c. Find and re-use information, methods and practid@sh have been successful.

This Departmental Information Management Policykse® achieve the three objectives
above. The following sections provide more detail.

Scope
This policy assumes information boundaries witlhie Department as shown in Figure 1.

Information

Recorded Information

Electronic
(Documents,
Documents .
Emails etc.)
Electronic
Records

Records

Figure 1: Information boundaries within the Department

This Policy covers all recorded information.

Whatever the medium: e.g. electronic or paper.

Whether it originates from within the Departmenfrom outside.

The Policy excludes information such as telephane/ersations, meetings or physical objects
unless these or references to them are recordégotasents

! Therefore use of the word information in this Pplielates to the term “recorded information”.

Issued: 18-Dec-08 7 1057079 - Unclassified
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This Policy covers information held in discrete guter applications and databases (e.g.
financial systems, compensation claim systems aodah resources systems). The
management of such systems should followdiggnt information management principles
However, such computer applications and databdsaeselves are outside the scope of the
intrinsic functionality of OASIS3. The Policy pralgs a framework for developing specific
procedures and guidance. All other information mga@maent products in the Department
derive from this Policy.

Definitions

Certain words in this Policy have specific meaniagd these are explained in tB®ssaryat
Appendix A However, two terms are fundamental to this Podingl are defined as follows.

Document
A ‘documeritcan be defined as:

“Information that is stored as a single entity omge medium (e.g. on paper, a computer drive
etc.)”

The term also covers information in what might seaon-documentary formats: e.qg.
computer applications and databases.

Record
A ‘record can be defined as:

“A documentwhich has content, context and structure and whpigvides evidence of a
business transaction or contains information ne¢dedrry on Departmental business.”

A ‘record can either be created in the Department or eatrnlt may be created to fulfil a
legal requirement and may be required as legaleacil or to satisfy public accountability or
parliamentary scrutiny.

As records derive from documents, all records bélidocuments but not all documents will be
records. For example, a publication in a librargymles information and so it is a document,
but it is not a record because it does not progiddence of Department activity.

Electronic and Non-electronic Documents/Records

There is an important distinction between electroand non-electroni@ocumentsand
recordsas they may be processed in different ways. Howyautemately all Department’s
information should be stored within the EDRMS. Glgaretrospective management of some
paper documents using the EDRMS will only be cotegleas required. All new documents
will be managed using the EDRMS and normally theslebe stored electronically. If that is
not appropriate, they will still be managed usidge tEDRMS. Information, including
documents that should be widely accessible totatf shroughout the Department, should be
published via the intranet — NIOnet.

Issued: 18-Dec-08 8 1057079 - Unclassified
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Eight Information Management Principles

The success of the Department depends on effegsigeof its information. It has therefore
adopted the following eight information managenmciples.

The primary one is:

Principle 1.  Information is a Corporate ResourcAll Information (including e-mail)
belongs to the Department and not to any individuajroup.

Therefore, information needs to be:
Available:

—

Principle 2.  Staff will limit colleagues’ access toformation they create or capture only
its sensitivity requires it.

Principle 3.  Staff will manage information consistdly, including the use of approved
naming conventions and file structures.

Appropriate:

Principle 4.  Staff will record details of appropria Business Activities.
Principle 5.  Staff will ensure that information iaccurate and fit for purpose.

Principle 6.  Staff will retain or dispose of inforation appropriately:

Accountable:

Principle 7.  Staff will accept responsibility fohe information they personally manage.
Every member of staff is personally responsiblaHereffective management of the
information they create, capture or use.

Principle 8.  Staff will manage information in commnce with Statutory and Regulatory
Requirementsin managing information, staff will comply with thredevant statutory,
regulatory and protective marking requirements eluding the requirement not to destroy
information where there is a legal obligation tdaia it.

The Department has the responsibility to trainfgathat they can follow these principles.

! Information that is of ongoing business value mhestetained or sent to the Records Management §eRev
Team (RMRT) for historical archive; and redundaribimation must be destroyed inline with the Deparital
Disposal Schedules

Issued: 18-Dec-08 9 1057079 - Unclassified
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Information Management Guidelines

All staff are under a statutory obligation to ceeaccuratgecordsof their activities and to
manage and maintain such documentation within tERERMS. Specific guidelines for
managing information are provided #ppendix B These underpin theight information
management principlesand are structured under the following headings:

Creation and Capture/Receipt of Information

Storage and Retrieval of Information

Dissemination of Information

Retention and Disposal of Information

Compliance with Statutory and Regulatory Requireisien

Roles & Responsibilities

The following roles are needed to manage infornmati®ing OASIS3:
End User

Local Information Manager

NIOnet Editor

Record Manager

Reviewer

Systems Administrator

The responsibilities for each of these roles asedeed below.

End Users

End users are responsible for all processing @irmétion within their areas of work. They
have an obligation under legislation to declarerds that demonstrate actions taken by them
on behalf of the department.

Local Information Managers (LIMs)

Local information managers have delegated authtwityanage information within their areas
to ensure consistency. This involves specific rdsananagement functions. They are also
responsible for ensuring that staff within theieas are aware of and adhere to this and other
subsidiary policies. LIMs receive their delegatedharity through record managers and will
receive appropriate training. Most LIMs have resplifity for publishing the content
approved by their business area on the intrangtoi@h some LIMs are responsible only for
Intranet content).

Issued: 18-Dec-08 10 1057079 - Unclassified
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NIOnet Editors

NIOnet editors are members of the Central Intraieam and are responsible for making
content “live” (active) and maintaining the integrof the Intranet.

Record Managers

Record managers are responsible for the top lefellse corporate file structureThey also
provide and update disposal schedules for all tgbeisformation and archive and dispose of
Departmental information in accordance with thesleedules. Senior record managers may
authorise systems administrators to carry out iceftenctions on their behalf. The NIO has a
“Code of Conduct for Record Managers — May (11163 with which all records managers
must comply.

Record managers responsible for Freedom of Infoomair Data Protection may undertake
necessary searches needed to fulfil their statutiyes. They may not necessarily have
access to the contents of the records and docurtteytsdentify.

Record managers receive their delegated authdwiough the Departmental Records Officer
(DRO).

Reviewers

Reviewers are responsible for reviewing recordsrasdmmending an appropriate means of
disposal, in accordance with disposal schedulesy Hiso advise what needs to be withheld
from release for security and sensitivity reasaasappropriate consultation.

Reviewers receive their delegated authority throinghDRO.

System Administrators

System administrators are responsible for the ioreaif new user roles on the EDRMS,

system configuration, and system management inajdif necessary, disaster recovery.
System administrators will also be responsiblecfanrying out various systems functionality

tasks. These will include conducting statisticahlgsis and producing audit reports either as
part of the management of the technical infrastmector at the request of senior record
managers or security officials.

EDRMS Functionality

The main functionality and permissions associatétl each of these roles in relation to the
EDRMS is shown afppendix C This is not intended to be definitive or complated will
evolve as the EDRMS develops to meet the Deparsmezdds.

Intranet Content Management System Functionality

The main access levels and roles associated wigts land the NIOnet Editors in relation to
the Intranet Content Management System (Obtreejeseribed afppendix D

! Responsibility for making items live in certaircgens of NIOnet may be delegated to appropriateques. For
example, Press Office publishes and makes liveptiegs cuttings, and OSB publishes news items and jo
vacancies.

Issued: 18-Dec-08 11 1057079 - Unclassified
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Related Documents

The key related NIO documents to this Policy aré&#sws:

DOCUMENT TITLE

TRIM REFERENCE

“Updated NIO Document Scanning Poli

c$50149 “Updated NIO Document Scannir

V2_6'

Policy V2 @&

NIO Disposal Schedules

Generic disposal schedolepdper record
“Generic__disposal schedules for pa
record$ are stored in containe70-05

The disposal schedules for electro
documents and records are embedded w
the EDRMS.

9

4

ber

nic
thin

A list of external references is providedfadpendix G

Policy Review

The DRO is responsible for the review and updatihthis Information Management Policy.

As a minimum, this Policy should be revie

wed antyuahd updated as required.

R Do

Issued: 18-Dec-08
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Appendix A: Glossary of Terms

The following glossary is provided in order to dkarterms used in relation to EDRM or
information management and that may have a meaartgular to the Department.

TERM
Audit Trail

Class

Classification

Classification
Scheme

Container
Declaration
(Declared Final)

Destruction

Disposal Schedule

Document

EDRMS

EIR —
Environmental
Information
Regulations

DESCRIPTION

Data which allows the reconstruction of a previaasvity, or which
enables attributes of a change (such as date/bperator) to be
stored so that a sequence of events can be regciestrin their
correct chronological sequence

A class is a subdivision of the overall classificatscheme by
which the electronidile plan is organised. A class may be sub-
divided into one or more, lower level classes: #md relationship
may be repeated down the hierarchy. A class doegseadf contain
records it is an attribute against whichf@der is classified.

A systematic identification of business activitiéand thereby
record9 into categories according to logically structured
conventions, methods and procedural rules repredenh a
classification scheme

A business classification scheme which is an osgahistructure
within which electronidoldersare placed. This scheme, along with
the folders that are classified against the schenake up thdile
plan.

The TRIM name for a folder — seEdlder’.

The process of defining thatdacumeris contents (and some of its
metadataattributes) are frozen as it formally passes tugoorate
control and is thereby declared aseord

The process of eliminatingrecords beyond any possible
reconstruction.

A set of instructions allocated tof@lder to determine the length of
time for which the folder should be retained by dnganisation for

business purposes, and the eventual fate of tderf@in completion

of this period of time.

Information that is stored as a single entity omeanedium (e.g. on
paper, a computer drive etc.).

Electronic Document and Records Management System.

Statutory instrument under tHeuropean Communities Act 1972
giving a statutory right of access to informatiomoat the
environment (subject to certain exemptions).

1 http://mww.opsi.gov.uk/acts/acts1972/19720068.htm

Issued: 18-Dec-08
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TERM
Export

Extract/Redaction

File Plan

Folder (Container)

Hybrid Folder

DESCRIPTION

The process of passing copies akaord or group of records with
their metadatafrom one system to another system, either withe t
organisation or elsewhere. Export (rather themsfel) does not

necessarily mean removing them from the first syste

This is a copy of aecord from which some material has been
removed or permanently masked. @xtractis made when the full
record cannot be released to a requester, for dgamnper freedom
of information, but part of the record can. Amtract of a whole
record is made by removing the parts that can leased from the
whole. Redactionis the opposite of extraction in that a copy o th
whole record/folder is released with the excludedigredacted or
removed.

The full set ofclassesand thefolderswhich are allocated to them,
together make up a file plan. The file plan is lhrepresentation of
the business of the organisation, within a strectwhich is best
suited to support the conduct of that business rmee@t records
management needs.

Folders (referred to as “containers” in TRIM) areated only at the
lowest level class in any single part of ttlassification scheme
They can usually be one of four types; i) a folttet is a container
for other folders; ii) a folder that only containslectronic
documents; iii) a physical folder that only congiphysical paper
documents; or iv) a folder that contains both etedt documents
and references to physical paper documents, conynkmolwn as a
hybrid folder.

An electronic folder is a (virtual) container fagcords (which may
be segmented byart). Folders are allocated to a class. A folder
the primary unit of management, and is constitutédnetadata
Some of this metadata may be inherited from thescia which the
folder belongs; and some may be inherited by tberds which the
folder itself contains. Where this term is usedswlation, it refers to
both electronic folders and paper folders (as thé&el are
represented in the system). Otherwise, it is usdygwhen qualified,
e.g.electronic foldey physical folderto refer to that specific type of
folder.

S

A set of related electronic and non-electromcords some stored
in an electronicfolder within the system and some in a non-
electronicfolder (typically, aphysical foldey outside the system. A
hybrid folder may have severllybrid pars. Both electronic and
non-electronic elements of the hybrid folder must rhbanaged as
one.

Issued: 18-Dec-08
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TERM

Information

Inheritance

ISD

Marker

Metadata

Migration

OCR

Part

Permanent
Preservation

DESCRIPTION

Knowledge of some fact, opinion, advice, instructar occurrence,
which is communicated and relates directly or iadily to the
functions of the DepartmentNote: In this Policy the word
“information” relates to the term “recorded inforhiam™ i.e.

documentary information.

Principle by which an object can take omatadataattribute of its
‘parent’ entity, either bylnheritance on creation where the
subordinate (or ‘child’) object takes the valuethudt attribute when
it is created; or byRetrospective inheritancevhere either the
attribute of the parent object is changed or theemgaobject is
altered (e.g. by moving lder in thefile plan so that it has a new
parent object).

Information Systems Division of the NIO.

Metadata which describes attributes of r@ecord that is stored

externally to the system (for example, large pajmmuments such as
building plans, a database held outside the EDR&fesy, a record

on a CD-ROM).

Additional data about eecord or documentwithin the EDRMS that
is linked to that document, record or other objdiberally — Data
about Data).

The process of moving records from one technoldgitiform to
another, to refresh software or media formats, evinlaintaining
their authenticity, integrity, reliability and ughty.

Optical Character Recognition. The process by which readable
text on a scanned image is recognised. This regulia image and
text version of a scanned image. Often EDRM syststose these
separately but allow searching to return the imagiag the OCR
text. Another alternative used by some EDRM systsns store the
image as a text-on-image Pbiffe.

A part is a segment of @lder; it has no existence independent of
the folder. A folder will always contain at leasteopart which, until
and unless a second part is created, is co-extemgth the whole
folder. The concept of parts allows the contentdodders which
would otherwise be closed to be disposed of ingalee and orderly
manner.

The process by whictecordsare preserved in perpetuity irpablic
record office in an accessible and reliable form and which ta#s
them as authentic records, reflecting their busimesitext and use.

! Adobe’s Portable Data Format (PDF) is a de-factustry standard format for electronic documents iand
designed as ‘electronic paper’ for platform andli@ppon independent electronic record access aadel

Issued: 18-Dec-08
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TERM DESCRIPTION

Physical Paper File A paper file that exists in a filing cabinet or etlstorage system in
an office environment. An EDRMS commonly holds a
representation of these as a special typdotifer which allows
management of their location and properties.

Pointer Method of controlling instances of electroniecords classified
against more than one folder, without physical ohapion of the
document. More than one pointer can be createdntitie file plan
to reference a single database object, but each bmudogically
managed as though separate records for disposai. create a
pointer in TRIM with the “Make Reference” functich seeTRIM
Reference (.tr5 file)

PRO ThePublic Record Offick(now calledThe National Archives

PRONI The Public Record Office of Northern Irelgnd

Protective Marking  Designations applied toracordto show the degree of security that
it should be afforded. One of several words anghamases taken
from controlled lists, which indicate the accesstools applicable to
a record.

Record A documentwhich provides evidence of a business transaation
contains information needed to carry on Departnidmiginess. A
‘Record’ can either be created by or received theoDepartment. A
record may have been created to comply with a legglirement
and the Department’s records may be required t@rbduced as
evidence in legal proceedings or to satisfy pubticountability or
parliamentary scrutiny.

[A record is a document or other object with a @niynvalue — the
purpose for which it was created or captured. Ity radso have
secondary value over time (for example requiredafpublic inquiry
or retained for permanent preservation). Onlezlared final a
record cannot be altered and can only be deletedesiroyed in
accordance with departmental policy and procedyrer officer
authorised to carry out such actions.]

Record Type All electronic documentsand records must be of a specific record
type within the EDRMS which specify particularetadataattributes
that are required to support a record’s integrityl ats specific
behaviour. The default record type for electronacuwments and
records within the EDRMS is “Document”. A list ofie current
record types can be foundAppendix E

Redact See Extract/Redactioh

1 http://ww.nationalarchives.gov.uk/

2 hitp://www. proni.gov.uk/
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TERM

Review

TNA

Transfer

TRIM Reference
(.tr5 file)

DESCRIPTION

The examination of the disposal status dbller, or a part of a
folder, to determine whether its disposal can tpleee (i.e. that it
should be destroyed, sent to an archive, or redafoe a further
review at a later date).

[As it will be possible to determine the dispostdtss of some
folders and/or parts of folders at the time of ticea‘Review’ will
only apply to those folders or parts of folders vehdisposal status
has not been determined at the point of creation].

The National Archive's(formerly thePublic Record Office

The process oexporting complete electronidolders (usually in
groups) and subsequently destroying them within éRxporting
system, effectively transferring custody of tkeords Records may
be transferred for the purpose of permanent praservin the
Public Record Officeor some other place of deposit; or following
structural changes to the machinery of governmehich creates,
dissolves or merges organisations.

Use the “Make a TRIM Reference” function in TRIM atlow the
creation of pointers or shortcuts to records haldRIM Context.
The reference object created by this function dostthe record(s)
shortcut(s) and can be embedded in other applitatiallowing
users to quickly view the records in TRIM Context.

The reference object, when double-clicked, will ake TRIM

Context and display the selected records. You cansport the
reference object by any means you choose (for ebeanmgluding it

in an e-mail message, etc). Mailing a TRIM Contesterence to a
number of staff who may be interested in a givarofdocuments is
a far more effective and network “resource-friefidigethod of

mailing copies of documents.

The TRIM Context object will appear as a TRIM Coditeon with
the record title. The ".tr5" extension stands f&1W Reference.

Double clicking a TRIM Reference will start a TRIKontext
session; however it will use a current sessioh i§ running. If you
do have a session of TRIM Context running, simplgdand drop
the reference onto it. This action will automatigadlisplay the
selected records. (SeBdinter’).

1 http://mww.nationalarchives.gov.uk/
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Appendix B: Information Management Guidelines

This Appendix describes more specific guidelinesegoing the management of information
within the Department. These underpin gght information management principlesstated
in the main document. The Appendix is structuredenrthe following headings:

Creation and Capture/Receipt of Information

Storage and Retrieval of Information

Dissemination of Information

Retention & Disposal of Information

Compliance with Statutory and Regulatory Requireisien

Creation and Capture/Receipt of Information

Responsibility to Create Records

All staff are under a statutory obligation to ceeaccuratgecordsof their activities and to
manage and maintain such documentation within DBRMS. The Lord Chancellor's Code
of Practice on the Management of Recdtdsates that:

“Records of a business activity should be compéetd accurate enough to allow
employees and their successors to undertake apgiprctions in the context of their
responsibilities, to:

Facilitate an audit or examination of the busir®sanyone so authorised,

Protect the legal and other rights of the authpiisyclients and any other person affected by
its actions, and

Provide authenticity of the records so that thedence derived from them is shown to be
credible and authoritative.

“And that:

“Records created by the authority should be arrdmga record keeping system that
will enable the authority to obtain the maximum é&nfrom the quick and easy
retrieval of information.”

Staff will consider whether any communication whibley receive is relevant to the work of
the Department and therefore needs to be captotedhie EDRMS- Staff will also consider
whether any information, which they create or reeeshould be preserved as a record. The
originator of a record has a duty to ensure thatrétord is titled and stored appropriately in
the file plan. The one exception to this is Priv@tice responses to Divisional submissions
which Divisions will be responsible for filing. This outlined in the PPS to S of S note of 9
October 2006 which states

1 http://www.dca.gov.uk/foi/codemanrec.htm

2 For example: information that will be needed byareg/in the Department for future reference orkislyi to be
of historical significance. Information of an ephenal or inconsequential nature should not be cegtur
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“All e-mails and attachments sent by a Private &egty to an official on behalf of a Minister
or the Secretary of State relating to a decisiequest or comment made by a Minister or the
Secretary of State, or a note of a Ministerial Ntegtmust be filed appropriately by the main
recipient. The Private Offices do not keep offigi@tords of such e-mails or attachments”.

Record Types in the Department

All information stored within the EDRMS must be igs®d to a Record Type The default
record type for information created in most MS CGdfapplications is “Document”. The DRO
will maintain the list of “Record Types” and assated templates — sé@pendix E

Context and Metadata *

Appropriatemetadatawill be applied to aldocumentandrecordscreated, captured and kept
by the Department. (Wherever practical and feasibletadata should be determined and
entered automatically by the EDRMS.) The originatorecipient of a record will ensure that
it is assigned appropriate metadata in the EDRMS8, stored in the appropriate information
system. By default, the record should be storethén EDRMS unless its format or other
considerations e.g. security classification, preveis.

Intellectual Property of Others (Copyright)

A Document shall not incorporate the intellectuagerty of others unless the Department has
the relevant rights. Staff will not enter documeiota (including scanning) into an information
system unless the Department owns or has obtaihedcopyright to do so. Material
specifically addressed to the Department can beredtinto an information management
system.

Staff responsible for scanning documémexeived from outside the Department will comply
with departmental scanning policy and proceduresvdrup to be compliant with British
Standard PD0008 (BIP 0008).

Storage and Retrieval of Information

Staff have a responsibility to make their inforroatiaccessible to as wide an audience as
possible as early as possible. A consistent apprsaenportant to preserving the quality and
integrity of our information and ensuring that éncbe identified and retrieved in a predictable
manner.

Staff should consider the wider business goals®iepartment when managing information.

Staff are required to consider the overall inforioraineeds of the business rather than just
managing information in a way that simply suitsith@ersonal interests or those of their

Business Unit. Some examples of the implicationthsf on the way staff should work are as

follows:

L A definition of metadatas provided in “Appendix A: Glossary of Terms”.

2 Further guidance on scanning is provided in tiE3* Document Scanning Polity

® PD0008 is now called BIP 0008 — Code of Practicd_&gal Admissibility and Evidential Weight of
Information Stored Electronically. British Standaiddstitute — sebttp://www.bsi-
global.com/ICT/IM/bip0008.xaltefon-line purchase link). RMRT in Millbank retairhard-copy of PD0008.
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Staff should consider the retrieval needs of otheithin the Department when storing
information. For example, this means using a medairdocument title and adding relevant
keywords to enable others within the Departmemetaeve the document.

Staff should place documents within t®rporate File Planat the earliest opportunity.
Waiting until a document is finalised means that itiformation it contains may be out of date
by the time it is accessible to others in the Depant who would have an interest in it.

Staff should structure information in a way thaflerets the way the Department works. For
example, setting up folder structures that relatthé functions of the Department rather than
a narrow "silo" view based on organisational suicet

When staff retrieve a document from one of the D@pent's repositories it is important to
know if they are looking at the most recent versionf the information has been superseded
in some way. This means that it is important tolyapprsion control and identify the sequence
in which documents were created. This is appliethiwithe EDRMS through automated
procedures and processes which are largely ingisibthe end user.

Security

Staff have a duty to protect information for whitiey are responsible, even though it is to be
made as widely accessible as possible. There eqgaally important requirement to protect
information that is in any way sensitive or confitlal. Protective markings should be

assigned to all documents and records in line wilildance issued by the Departmental
Security Officer. As OASIS3 is a Confidential HIGsystem, electronic documents and
records stored within it should not exceed Confi@énStaff requiring advice about storing

information above this protective marking shouldnsgt with the Protective Security

Division.

Dissemination of Information

Staff who receive information not relevant to theiwn business function will pass it to
someone within the Department who can determinghehét should be a record.

Where possiblepointers (or TRIM referencésto documents should be used rather than
emailing attachments to multiple addressees toceediuplication of information. This will
also improve the accuracy of information as thetmesent version will be accessible. Staff
should consider whether it is appropriate to makermation available by publishing it via
the NIO Intranet.

Retention & Disposal of Information

Information is captured stored and maintained bgeduhas a value to the Department and to
the Government and public at large. Informatiort thanaccurate or out-of-date should not be
kept (unless there is a clear historical valueh information). Indeed, keeping inaccurate
information can be damaging. Staff should therefaira to delete information that is no
longer needed for business purposes and wheredparnent is not under a legal obligation
to retain it unless the material is of historicgihgficance. It is routine for records managers to
remove duplicate information on behalf of LIMs betmetadata of documents that staff have
deleted.

L A definition of apointeris provided in “Appendix A: Glossary of Terms”.
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The retention requirements for many forms of infation can be determined at the point of
creation or capture. As such, Records ManagemehRawiew Team (RMRT) is required to
develop and maintain retention schedules coverlhduactional areas of the Department.
Such schedules will meet the legal requirementsdtaining records in relation to functional
areas of business, estimates on the time periaeétention required to fulfil business need
(based on time periods or event realisation) andmntial historical value. These schedules will
also determine actions to be taken on informatibimee after a set time period or after a
particular event. This will ensure that informatican be managed with confidence and either
be deleted, archived or reviewed for permanentegpvasion. All retention schedules will be
approved by the DRO and record managers will assish their development and
maintenance.

Where there is an applicable Generic Disposal Sdheidom The National Archives (TNA),
this should be used as the basis for the Modibcatind Disposal Policy. Any change to
information in an information system must not dagtany record unless the relevant
Retention and Disposal Policy explicitly permitgsth

Emails

Applying the above guidelines to emails means ifr@tmessage conveyed contributes to full
understanding of a policy decision, results in efioa being taken, or forms a significant part

of the “story” it must be kept. If not, it shoulde ldeleted. Those emails not required for
business needs or which do not need to be retéioethe record” should be deleted as soon
as they have ceased to be of use. Emails thatddexiao the Department’'s EDRMS must be
deleted from inboxes or other storage areas imrtedgithey have successfully been added to
the official record. Personal, ephemeral and oteails not added to the official record

keeping system should be deleted as soon as they d¢eased to be of use. Individual

members of staff are responsible for doing this.

The Department may apply limits on the time that#gsnmay be kept outside the EDRMS
before automatic deletion. Emails should not béiged from Microsoft Outlook to pst files.
Relevant emails should be stored in the EDRMS.

Archiving

Any selection of information to be archived musthaully reproduce the relevant records.
This output must take into account their natures tperational circumstances of the
information system, and include metadata and atbatextual information if this is required
for the records to be meaningful. For transfef & it must be in TNA-approved formats and
on TNA-approved media.

Compliance with Statutory and Regulatory Requirements

Compliance with legal requirements will protect bepartment from challenge in the courts
— fighting lawsuits is both costly and diverts &tibm performing their normal duties. In
addition, compliance with regulations will protélse Department from criticism.
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Compliance with legislation may operate at sevdeakls within the Department. For
example, there will be legislation that appliedhie Department as a whole, such as the Data
Protection Act, and all staff needs to be aware tloéir information management
responsibilities under such legislation. Therease legal requirements that relate to just one
aspect of the Department's operations. For exanhpisiness units responsible for letting
contracts need to comply with EC procurement lagieh and the information management
requirements that this imposes (e.g. retentioroofract documents for 4 years from contract
award date).

There is also an obligation on the Department emntidly relevant legislation and to inform
staff members accordingly. Staff can only be expad¢db apply legislation and regulations of
which they are aware and consequently training eoathmunication exercises will be
necessary.

Data Protection Act 1998

All staff are responsible for applying the eightalprotection principles as defined in theta
Protection Act 1998 (see Appendix B. The EDRMS will make it easier to apply these
principles and enable the Department to fulfildigies effectively under the Data Protection
Act. The DRO will provide advice about Data Prokattand procedures for handling subject
access requests under the Data Protection Act.

All staff are entitled to a degree of privacy witlthe working environment. This also applies
to their use of the information system providingttthey comply with all usage policies e.g. e-
mail usage policy. To facilitate this, staff areopded with a personal storage container to
which only they and system administrators can accEse latter would only do so with the
individual's permission and in accordance with @ede of Conduct for Records Managers.
When a member of staff leaves the Department penisonal container and all its contents are
destroyed in accordance with this Code of Conduct.

Freedom of Information Act 2000 2

In the interests of public accountability departta¢locuments will be placed in the public
domain unless there is a reason for not doing so.

The EDRMS will help the Department to carry outatdigations under FOI. This will be co-

ordinated by the Records Management and Review [Tdamall business units will be

responsible for ensuring compliance. They will devenough resources to this, including
staff, for the Department to fulfil its obligations

R Do

1 http://mww.opsi.gov.uk/ACT S/acts1998/19980029.htm
2 hitp://www.opsi.gov.uk/ACT S/acts2000/20000036.htm
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APPENDIX C: EDRMS — TRIM Context Permissions by Use r

Role

This list will evolve as the use of the EDRMS isveleped to meet specific Departmental

needs.

TRIM PERMISSION

END USER

LOCAL
INFORMATIO
N MANAGER

RECORD

MANAGER

REVIEWER
SYSTEM
ADMINISTRAT
OR

RECORD UPDATE PERMISSIONS

- Create records

<\

<\

- Modify records

<\

<\
<\

- Delete records

- Reverse final declaration

- Create new parts

- Modify record class

- Manage requests

- Record administration

NERNEN NN VRN

- Record administration (restricted)

- Record archivist

- Document update

- Document delete/purge

- Append to existing notes

- Can save record searches

- Add records relationships

- Remove records relationships

- Attach contacts

- Remove contacts

- Set container

- Change container

N\ EANEENERNERNERNERN IR NI AR

N\ EANEENERNERNERNERN IR NI AR

NERNEENERN NI A \ERNERN ARV ERN

NERNEENERN NI A \ERNERN ARV ERN
N\ EANEENERNERNERNERN IR NI AR

- Remove from container

- Modify record security

<\

<\

- Set record archiving dates

- Document Assembly Administration

LOCATION UPDATE PERMISSIONS

- Can create internal locations
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TRIM PERMISSION

END USER

LOCAL
INFORMATIO
N MANAGER

RECORD
MANAGER

RAT

REVIEWER
SYSTEM
OR

- Can modify internal locations

<| ADMINIST

- Can delete internal locations

- Can create external locations

<\

- Can modify external locations

- Can delete external locations

- View user profile details

- Modify logins and user profiles

NERNERNEENER SRR

CONTROL FILE UPDATE PERMISSIONS

- Record types

- Lookup sets

- User defined fields

- Classifications

- Schedules

- Holds

- Spaces

N ERNEEN AN SERNERN

- Document stores

- Indexed words

<\

- Postal codes

- Thesaurus terms

- Saved searches

NERNERNERN

- Meetings

WORKFLOW/ACTION TRACKING

- Workflow administration

- Actions administration

- Attach actions or activities

- Reassign actions or activities

- Reschedule actions

- Complete actions or activities

- Create workflow

ANERNERNERNERN

N ERNEEN AN SERNERN

- Create workflow without using template

- Modify workflow

NEANERNEENIANEENEANIANERY
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TRIM PERMISSION :ni 8 § czt § ‘zt E E 2 nO:
i | TE7 ®E & |93
MISCELLANEOUS
- Reporter administration v v
- Run statistics v v v v v
- Edit business calendar v v
- Change system settings v
- Use caption editor v
- Security and audit administrator v
- Define barcode scanners v v
- Define web templates v v
- Bypass view access controls v
- Bypass all access controls v v
- Import and export v
- Bypass lockdown
LOCATION USAGE PERMISSIONS
- Can be record home v v v v v
- Can be record owner v v v v v
- Can be record assignee v v v v v
- Can be record contact v v v v v
- Can be record requestor v v v v v
- Can be action/activity assignee v v v v v
- Can be activity supervisor v v v v v
- Can be assigned to an access control v v v v v
RS0
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Appendix D: Intranet Content Management System (Obt  ree)
Access Levels and Roles

This Appendix describes how access to the Obtregedb Management System for Intranet
LIMs is managed by way @fccess leveland assignetbles.!

Obtree Access Levels
Two levels of access are used (although Obtreeostgppmore) supervisor andauthor.
Supervisors can edit live content (“Active”) andkeaontent live.

Authors can create and edit content but only iftdfat Work”™) mode. Once content is live
authors can only work on a new version/copy ang tieve to ask the Central Intranet Team
to make content live.

Most Intranet LIMs only have author access. A feavén supervisor access to certain areas
(e.g. Office Services LIMs have supervisor accedddws, Updates and Bulletins so they can
make news items live immediately).

Access levels are set in Obtree by changing thiegstfor a role (e.g. to change access level
for a page from author to supervisor).

Obtree Roles
“Roles” are used to determine which areas of the Intraifd$ can edit.
The Central Intranet Team can edit any part of NOn

LIMs are assigned to roles which correspond ta tAgency/Division. Thus PRSD LIMs can
only edit PRSD pages.

Certain roles have wider access, e.g. Personneic8srLIMs can edit personnel pages under
the Personnel Home Page and pages under Persaglpel H

Roles can overlap, e.g. OSB LIMs and ISD LIMs cathledit news-like items on the NIOnet
Home Page.

Membership of an Obtree role is assigned throughivAcDirectory. To make a LIM a
member of a role, OASIS Service Desk add the ralmento the LIMs AD profile. They do
this at the request of the Central Intranet Teahe Uise of AD means that LIM access to
Obtree is managed by the OASIS single log-on.

1 More information can be found in the restricted MAEolder 4021~05‘Obtree Administratdr
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Appendix E — Departmental Record Types

1

Record Type

Main Use

Access to Information Request To manage Data Rioted-reedom of Information and
EIR requests etc. received by the Department

Archive Box To manage the archiving of physicaledil from the
Department into secondary storage facilities

Document To manage the creation and storage oftrefmc
“recorded information”. This is the default recaype for
electronic information created in “standard” MS iOdf
applications

Folder Level 1 To provide a first level containesldw the classification
in which to store folder levels 2 and 3 containers
documents

Folder Level 2 To provide a second level contaimemwhich to store
folder level 3 containers or documents

Folder Level 3 To provide a third level container which to store
documents

Government Enquiry To manage the process of respgrid and monitoring
government enquiries received by the Department

Minister’'s Case To manage the process of responidingnd monitoring
Minister’'s Cases.

Parliamentary Question To manage the process pbneling to and monitoring
parliamentary questions received by the Department

Personal Storage Container Unique to each membsafifand used to store persopal

documents, for temporary storage, and to storerepisd
documents and notes.

Personnel File

To manage staff personnel informatilwoughout their

careers within the Department

Physical File

To manage the existence of physiaatuchents anc
records within the Department

)

Physical Object

To manage the existence of physatgcts as record
within the Department

Scanned Image

To manage the creation of scannedgegmas record
within the Department

[72)

R Do

1 N.B. Records Management and Review Team has thabilityp to add record types as required via the

EDRMS.
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Appendix F — Data Protection
The eight data protection principles are defineth#Data Protection Act 1998

The Eight Data Protection Principles

1. Personal data shall be processed fairly anculandind, in particular, shall not be
processed unless —

(a) At least one of the conditions3thedule 4s met; and

(b) In the case of sensitive personal data, at te@es of the conditions iBchedule
3is also met.

2. Personal data shall be obtained only for onaare specified and lawful purposes,
and shall not be further processed in any manmenipatible with that purpose or those
purposes.

3. Personal data shall be adequate, relevant arekoessive in relation to the purpose or
purposes for which they are processed.

4. Personal data shall be accurate and, wheressgekept up to date.

5. Personal data processed for any purpose or gesshall not be kept for longer than is
necessary for that purpose or those purposes.

6. Personal data shall be processed in accordamicehg rights of data subjects under
this Act.

7. Appropriate technical and organisational measshall be taken against unauthorised

or unlawful processing of personal data and agaiosidental loss or destruction of, or
damage to, personal data.

8. Personal data shall not be transferred to atopanterritory outside the European
Economic Area unless that country or territory eéaswan adequate level of protection for the
rights and freedoms of data subjects in relatiothéoprocessing of personal data.

R Do

1 http://mww.opsi.gov.uk/ACT S/acts1998/19980029.htm
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Appendix G — External References

UK Legislation

Public Records Act 1958

Data Protection Act 1998 (See also BIP 00fp
Freedom of Information Act 200¢f

Environmental Information Regulations 1992 (as amended 1998)

Freedom Of Information, Environmental ProtectiorheTEnvironmental Information
Regulations 2004

Information Commissioner's Codes of Practice on Dat Protection’
« CCTV
* The Employment Practices Code

« The Employment Practices Code: Supplementary Ga&an

¢ Quick Guide to the Employment Practices Code: Iflmafmall Businesses

» Code of Practice on Telecommunications Directofgrimation and Fair Processing

Lord Chancellor's Code of Practice on the Managemdnof Records Issued under
section 46 of the Freedom of Information Act 2000

Relevant Standards Documents

* British Standards Institution BSI DISC PDO0008: 19@8de of Practice for Legal
Admissibility and Evidential Weight of InformaticBtored Electronically.

* International Standards Organisation 1SO 17799 /7/S Information Security
Management?

1 http://mww.nationalarchives.gov.uk/policy/act/attch
2 hitp://www.opsi.gov.uk/ACT S/acts1998/19980029.htm

3 BSI Data Protection Guide BIP 0012 (formerly PDRohttp://www.bsi-global.com/ICT/Legal/bip0012.xalter
(on-line purchase link). RMRT in Millbank retairhard-copy of PD0012.

4 http://www.opsi.gov.uk/ACTS/acts2000/20000036.htm
5 http://ww.opsi.gov.uk/si/si1992/Uksi 19923240 eftrh
® hitp://www.opsi.gov.uk/si/si2004/20043391.htm

" http://mww.ico.gov.uk/eventual.aspx?id=437

8 http://www.dca.gov.uk/foi/codemanrec.htm

° PD0008 is now called BIP 0008 — Code of Practicd_ggal Admissibility and Evidential Weight of
Information Stored Electronically. British Standaiddstitute — sebttp://www.bsi-
global.com/ICT/IM/bip0008.xaltefon-line purchase link). RMRT in Millbank retairhard-copy of PD0008.

10 http://www.standardsdirect.org/iso17799.hom-line purchase link). RMRT in Millbank retairhard-copy of
ISO 17799 / BS7799.
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e International Standards Organisation ISO 15489 rinktion and Documentation:
Records Management, 2 vols. 2001.

e International Standards Organisation ISO 23950 rin&tion and Documentation:
Information retrieval (Z39.50): application servicelefiniton and protocol
specification?

* International Standards Organisation 1SO 2788 Daouation: Guidelines for the
establishment and development of monolingual th&gau

e International Standards Organisation ISO 5964 Daruation: Guidelines for the
establishment and development of multilingual theisa

«  MOREQ: Model requirements for Recordkeeping

+ The National Archives(formerly the Public Record Office) — Here you demdl. ..
o A home page foRecords Managemeht

0 Requirements for Electronic Records Management efyst — 2002 revised
requirementé (“The National Archives updated the functional uizgments for
electronic records management systems (ERMS) ilalmmiation with the central
government records management community during .200%2 revision takes
account of developments in cross-government anernational standards since
1999").

o Data Protection Act 1998: A quide for record mama@sd archivist®

0 Guidelines for management, appraisal and preservati electronic record?
(“These two guidance documents were produced unber auspices of the
Electronic Records from Office Systems (EROS) paogne of The National
Archives”).

o Manual of guidance on access to public recordtink to download PDF).

« Office _of the e-Envoy® (Note: “This information is being maintained for
archive/historical purposes and will not be updgted

! http://www.bsi-global.com/ICT/Legal/bsiso15489-1tea (on-line purchase link). RMRT in Millbank retain a
hard-copy of ISO 15489 parts 1 and 2.

2 hitp://www.iso.org/iso/en/CatalogueDetailPage. GataeDetail ?CSNUMBER=27446&scopetiston-line
purchase link).

® hitp://www.collectionscanada.ca/iso/tc46sc9/stani@a88e. htrr(extracts and a purchase link).

* http://www.collectionscanada.caliso/tc46sc9/stati@64e.htextracts and a purchase link).

> http://www.cornwell.co.uk/moreq

® hitp://www.nationalarchives.gov.uk/

7 http://mww.nationalarchives.gov.uk/recordsmanagefisnurce=ddmenu_services1

8 http://www.nationalarchives.gov.uk/electronicrecardgs2002/

® hitp://www.nationalarchives.gov.uk/policy/dp/defalitm

10 hitp://www.nationalarchives.gov.uk/electronicrecgedivice/quidelines.htm

1 http://www.nationalarchives.gov.uk/recordsmanageradwice/

12 hitp://archive.cabinetoffice.gov.uk/e-envoy/indeatent.htm
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« e-Government Interoperability Framework Version @.8/3/2005)'
« e-Government Metadata Framewdik5/2001Y
« e-Government Metadata Standard Version(3%4/2004

« e-government category lisf&CL], version 1.1, UK Office of the e-Envoy, M2902?

« e-governmenframework Policies (Note: “This information is being maintained for
archive/historical purposes and will not be updgted

e e-government: a Strategic Framework for public isess in the information age:
Guidelines: Security Framework 4 2002° (Note: “This information is being
maintained for archive/historical purposes and noll be updated”).

» British Standards Institution BSI DISC PD0025 Effee records management.
Practical implementation of BS 1SO 15489-1.

R Do

1 http://mww.govtalk.gov.uk/schemasstandards/egif udoent.asp?dochum=949

2 http://www.govtalk.gov.uk/schemasstandards/metaditeument.asp?docnum=860

3 http://www.govtalk.gov.uk/schemasstandards/metadmtzument.asp?docnum=872

4 http://www.nationalarchives.gov.uk/electronicrecsrdgs2002/pdf/referencefinal. pdf

5 http://mww.e-envoy.gov.uk/frameworks-top/$file/framorksindex.htm

® hitp://www.e-envoy.gov.uk/frameworks-security/$fdecurity.htm

” http://www.bsi-global.com/ICT/KM/bip0025-2.xaltéon-line purchase link). PD0025 is now called “BIP
0025”. RMRT in Millbank retain a hard-copy of POt®parts 1 and 2.
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